V/ VERTIFY

NetSuite Setup Guide

This document outlines the required initial setup steps in the external system for
the Vertify integration.
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STEP 1: ENABLING SUITETALK

In order for Vertify to connect to NetSuite, please make sure that SuiteTalk (i.e. NetSuite Web Services) is
enabled along with Token-Based Authentication.

To enable SuiteTalk and Token-Based Authentication, follow these steps:
1. First, log into NetSuite and follow these navigation steps:

Setup — Company — Enable Features — SuiteCloud

2. Within the SuiteCloud subtab, locate the section named SuiteTalk (Web Services) and then check the
Web Services box. You will be asked to accept the license agreement.

3. Locate the section named Manage Authentication and then check the Token-Based Authentication
box. You will be asked to accept the license agreement once more.

4. Scroll back to the top of the screen and click Save.

STEP 2: BUNDLE INSTALLATION

Vertify's integration between Marketo and NetSuite is supported by a bundle that needs to be installed in
NetSuite. This bundle provides a structure for organizing Marketo application data within NetSuite. It also
includes additional features such as Marketo Sales Insight that can be added to a sales rep’s dashboard.

To install the bundle, please follow these directions:

1. Your Vertify Implementation Specialist will request your NetSuite Account ID to push the bundle to the
appropriate NetSuite account. It can be obtained by going to Setup -> Integration -> Web Services
Preferences.

2. Once your specialist indicates that the bundle is available for installation, follow these navigation steps
to install it:

Customization — SuiteBundler — Search & Install Bundles — Advanced

3. Within the Location picklist, select Production Account. For the Account ID, enter 3595190 and then
choose Search.

4. Click the bundle called Vertify Marketo Integration and select Install on the next screen.

5. Leave options as is and select Install once more.



STEP 3: NETSUITE TOKEN-BASED AUTHENTICATION SET UP

Vertify has the ability to connect to NetSuite using Token-Based Authentication (TBA) instead of the traditional
username and password credentials. Since NetSuite has password policy rules that require users to reset their
password on a regular basis, using TBA eliminates the need to have to reset passwords in Vertify every time
they expire in NetSuite.

The following instructions assume that the user is logged into NetSuite as an administrator using the Classic
Center (the default for the native Administrator role).

To enable Token-Based Authentication, follow these instructions:

Go to Setup — Company — Enable Features.

On the SuiteCloud tab, locate the Manage Authentication section and check the box to enable
Token-Based Authentication.

The terms and conditions will appear in a new window - scroll down to the bottom and choose
| Agree.

Scroll to the top and click Save to enable the feature.

Manage Authentication

v

USE NETSUITE AS THE TRUSTED SYSTEM TO AUTHENTICATE ACCESS TO INTEGRATED EXTERNAL APPLICATIONS THROUGH SINGLE SIGN-ON. BY ENABLING THIS FEATURE, YOU AGREE TO SUITECLOUD TERMS OF SERVICE.

OPENID SINGLE SIGN-ON

ENABLE GOOGLE QOPENID AS AN ADDITIONAL AUTHENTICATION MECHANISM FOR YOUR USERS. BY ENABLING THIS FEATURE, YOU AGREE TO SUITECLOUD TERMS OF SERVICE

SAML SINGLE SIGN-ON

ENABLE SAML AS AN ADDITIONAL AUTHENTICATION MECHANISM FOR YOUR USERS. BY ENABLING THIS FEATURE, YOU AGREE TO SUITECLOUD TERMS OF SERVICE

v

TOKEN-BASED AUTHENTICATION
ENABLE TOKEN-BASED AUTHENTICATION AS AN ADDITIONAL AUTHENTICATION MECHANIEM FOR YOUR USERS. BY ENABLING THIS FEATURE, YOU AGREE TO SUITECLOUD TERMS OF SERVICE

Now we'll set up an Integration Record that uses TBA. To do so, go to Setup — Integration —
Manage Integrations — New.

Enter the name to give the Integration record (e.g. “Vertify Integration”).
On the Authentication subtab, check Token-Based Authentication and click Save.

Uncheck the TBA: Authorization Flow and Authorization Code Grant checkboxes if checked.



Authentication Execution Log

Token-based Authentication

¥ TOKEN-BASED AUTHENTICATION TBA: ISSUETOKEN ENDPOINT TBA: AUTHORIZATION FLOW
CALLBACK URL
lOAuth 2.0
(] autHoRIzATION cODE GRANT SCOPE APPLICATION LOGO
PUBLIC CLIENT RESTLETS
REDIRECT URI RESTWEB SERVICES APPLICATION TERMS OF USE
CLIENT CREDENTIALS (MACHINE TO MACHINE) GRANT APPLICATION PRIVAGY POLICY

OAUTH 2.0 CONSENT POLICY

9. VERY IMPORTANT: Once you save the Integration Record, a Consumer Key and Consumer
Secret will appear under the Authentication subtab.

o These values will ONLY appear this one time. Once the page is closed, the values will
disappear and they cannot be retrieved without resetting them and generating a new
pair of values.

o You'll need to send these credentials to your Implementation Specialist later on, so be
sure you highlight the values and then copy and paste them to a safe location, such as a
text document.

Confirmation
Integration successfully Saved

Integration

m Back S| Actions~

APPLICATION ID STATE
C8A96032-9D9C-4402-B55F-3813603E880D Enabled

NAME NOTE
Vertify Integration - Training

DESCRIPTION

Authentication Web Services Execution Log RESTlets Execution Log System Notes

¥ USER CREDENTIALS
¥ TOKEN-BASED AUTHENTICATION
Consumer key / secret

Warning: For security reasons, this is the only time that the Consumer Key and Consumer Secret values are displayed. After you leave this
page, they cannot be retisved from the system. If you lose or forget these credentials, you will need to reset them to obtain new values.
Treat the values for Consumer Key and Consumer Secret as you would a password. Never share these credentials with unauthorized
individuals and pnevar send tham by amail

CONSUMER KEY
5abb95f6666d7e9edd5ad370271cc168e16677f77165df8da3T58b4d88eac5ac

CONSUMER SECRET
2d7faf34ddc61648bbaad25c053918bfch3cdd18276ece6252342a0{7bd1d769

STEP 4: INTEGRATION ROLE SET UP

If you have installed the Vertify Marketo Bundle, a role for the Vertify Integration user exists called Vertify
Marketo Integration.

You can use this role as-is, or make a copy of it to add additional permissions.

Alternatively, you can create a brand new role to use for the integration - please see below to create a new
integration role.

To create a new integration role, follow these steps:




1. Go to Setup — Users/Roles — Manage Roles.

2. Find the Sales Administrator standard role.
o Note: The Show Inactives checkbox may need to be ticked at the top of your screen in
order to see this role.
o Next, click the Customize link next to the Sales Administrator role.

IMPORTANT: Always start with a standard role and customize it. Standard roles
in NetSuite have some native permissions that CANNOT be assigned to a
custom role. The Sales Administrator role is a good role to start with, because it
has most of the Setup functions that Vertify needs to be able to pull out schema
information from NetSuite.

3. Under Permissions, make sure the following permissions are selected. You can add any
additional permissions under each section as necessary:
o Transactions

m Find Transaction (Full)
o Reports
m None
o Lists
m Perform Search (View)
o Setup
m CRM Lists (View)
m  Custom Body Fields (View)
m Custom Column Fields (View)
m  Custom Entity Fields (View)
m  Custom Entry Forms (View)
m Custom Event Fields (View)
m Custom Fields (View)
m Custom Lists (View)
m  Custom Record Types (View)
m Custom Subtabs (View)
m Custom Transaction Fields (View)
m Custom Transaction Forms (View)
m Log in using Access Tokens (Full)
m  SOAP Web Services (Full)
m  View SOAP Web Services Log (View)

o Custom Record

Charge

4. Click Save to save the new role.

5. The edited role will now have the term Custom attached to the name (ex: “Custom Sales
Administrator”).



Permissions Dashboard
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STEP 5: INTEGRATION USER SET UP

Now you'll create a new user account to use with the Vertify integration. For auditing purposes, it is strongly
recommended that a separate employee record be created for the integration, rather than using an existing
employee record.

To create the integration user account, follow these instructions:

1. Navigate to Lists — Employees — Employees — click New to add a new employee record.
o The email address for the new employee record should follow this format:

Qasswords+nameofyourcomr_)any@ve rtify.com

2. Make sure all required fields, including an email address, are entered.

3. On the Access subtab, make sure Give Access is checked.
o Enter a password and confirm password for the account.
o NOTE: NetSuite requires you to enter a password to grant access to a user. This
password will only be used to access the NetSuite Ul through a browser - it's not used
for TBA through Vertify.

4. Under Role, choose the integration role that you created previously.

5. Click Add, then scroll to the top and click Save.


mailto:passwords+nameofyourcompany@vertify.com

Communication  Address  Human Resources

| ¥| GIVE ACCESS | PASSWOI
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Roles Global Permissions

ROLE*

Sales Administrator v

| == |
* Cancel Insert Remove

The final step in creating the user for the Vertify integration is to generate an access token. This set of
credentials will be entered into Vertify and will allow us to use TBA instead of the username and
password authentication method.

To create a new Access Token, follow the steps below:

1. Navigate to Setup — Users/Roles — Access Tokens — New.

2. Enter the following:
o Application Name: This is the name of the integration record you created.
o User: This is the employee record assigned the integration role.
o Role: This is the integration role to use for Token-Based Authentication.
o Token Name: This is auto-generated using the values selected. The default token name
can be used, or an alternative token name can be used if desired.

3. Click Save.

4. VERY IMPORTANT: Once you save the access token, the Token ID and Token Secret will
appear under the Authentication subtab.

o These values will ONLY appear this one time. Once the page is closed, the values will
disappear and they cannot be retrieved without resetting them and generating a new
pair of values.

o You'll need to send these credentials to your Implementation Specialist later on, so be
sure you highlight the values and then copy and paste them to a safe location, such as a
text document.



STEP 6: DATA CLEAN UP

Standard practice for duplicate records in the CRM will be to merge into Marketo based on email. If this is not
the desired behavior, duplicates should be removed from the CRM or the Sync to Marketo flag should be set
to false for any record that you don’t want to sync to Marketo.

NOTE: This cleanup should occur before data is collected into Vertify.

STEP 7: CUSTOMIZE THE MARKETO TAB

All synced Marketo activities, including Interesting Moments, are brought into a consolidated tab for every
Lead, Prospect, Customer, and Contact in NetSuite.

This tab, along with all the fields and lists within the tab, can be viewed, edited, and restricted using native
NetSuite role-based access control settings. If access should be restricted for other accounts, please be sure
to provide full access permissions to the Vertify user account.

ORACLE NETSUITE Search Q
@ * /d‘ Leads Opportunities Customers Reports Setup Support

Y. Customer a
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CUSTOMER ID
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To adjust the custom fields that show on the Marketo tab, edit the Custom Form utilized for the

Customer/Contact record(s) in NetSuite following these instructions:

1. Find a Customer record in NetSuite and click Edit.
2. Select the appropriate Custom Form from the dropdown.

3. Select Customize.

ORACLE NETSUITE Search Q 5 ©Qr 9

Activities Transactions Lists Reporis Documents Setup Customization Support




4. Find the Fields subtab and choose Marketo.

5. Check the boxes next to the fields needed to Show.

ORACLE NETSUITE search Q 5 @ R~
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STEP 8: PERSONALIZE THE SALES INSIGHT DASHBOARD

Within the Sales Insight Dashboard in NetSuite, stars and flames represent the Marketo Lead Score and recent
Marketo activities associated with Leads. These attributes are dynamic and are constantly updated by Vertify

from Marketo.

This dashboard view runs in the context of the sales rep that is viewing it in NetSuite, so each sales rep
receives a custom qualification and activity view of their assigned leads.

Marketo
My Marketo Activities
Lead Company Last Interesting Moment Status
ABC Company ABC Company Downloaded white paper and  PROSPECT-Cpportunity
requested demao Identified

Puyallup Liquors Metworking  Puyallup Liquors Networking  Downleaded white paper and  LEAD-New

requested demo

Downloaded white paper and  PROSPECT-Cpportunity
requested demo Identified

3NY Yankees 3NY Yankees

Last Activity Time Lead Score Priority Urgency
T1MN2016 6:52:44 pm 45430
AR A
T1MN2016 6:40:12 pm 40877 o adad
TMN2016 7-02:21 pm 23970 o adad




To install th les Insight Dash rd, follow th instructions:

1. From your NetSuite Dashboard, select Personalize and then choose Custom Portlet.

2. Within the header of the custom portlet, choose Setup.

3. Select the appropriate portlet from the Source picklist and press Save.
o The All Activities Portlet will show activities for all Leads in NetSuite.
o The My Activity Portlet will only show Marketo activities for the Leads that are assigned to that

sales rep.
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