V/ VERTIFY

Vertify Agent Setup Guide

This document outlines the required initial setup steps for using the Vertify
Agent.
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PUrRPOSE OF DOCUMENT

The Vertify Agent is a Windows Service Application that allows Vertify to integrate with on-premise systems. It
communicates with the Vertify Platform over a secure 128-bit SSL connection using the standard SSL port
(443). It does not require any special configuration of your firewall. Once installed, the Agent automatically
updates itself as new versions of Vertify are released, eliminating the need to manually update the Agent.

This document provides instructions on how to install/uninstall the Agent from Vertify, how to use the Agent,
and other important information about the Agent.

Installing the Agent

Downloading the Agent

1. To install the Vertify Agent, log into Vertify with your credentials: https://{yourinstance}.{your region: us,
eu, or au}.vertify.com

Username

Password

V/ VERTIFY -

Forgot Password?

2. Go to the Configurations section.

VERTIFY

| Vertiy ~ Overview

Environment
#A Overview Lead & Conta

M Workspaces

2 People

£ Configurations




3. Click Agents to display the list of installed Agents.

VERTIFY

Ver'ti'fy -
Environment
i Environments

A Overview

m Workspaces

Configurations

Active | Archived | Deleted

& People

Environment

¢ Configurations

il

4. Click the Download Agent button. This will download an MSI file (Windows Installation File) that will
guide you through the installation process.’

Configurations

Environments Agents Download Agent

Active | Archived | Deleted

L3 Archive i Delete O

Install

1. After the VertifyAgent.exe file is downloaded. Run the installer program by clicking the exe file.
a. NOTE: If a "Windows protected your PC” message pops up, choose the “Run anyway” option.
Some versions of Microsoft do not recognize our Publisher, but newer versions do.

' By default, the Vertify Agent runs using the local system account. This grants the Vertify Agent full access to the computer it is
installed on and its local resources. Most applications also grant this level of access to the local system account. This eliminates the
need for any further configuration. If your security team requires that you run the service with a dedicated user account with minimum
permissions see the Optional User Account Setup Section. Consult with your network security team to confirm this requirement. The
Agent application is a client application (only outbound requests are made) and not a server application. Client applications are less
likely to be vulnerable to network based attacks.
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2. Another box will appear asking if you want to allow app to make changes. Click “yes”.

User Account Control

Do you want to allow this app to make
changes to your device?

ﬁ Vertify Agent Installer

Verified publisher: Vertify. Inc
File origin: Hard drive on this computer

Show more details

Yes

3. A default destination is then provided. Click “Install”.



15] Vertifydgent Setup: Installation Folder — x

Setup will install vertifyagent in the Following folder. To install in a different
folder, click Browse and select another Folder. Click Install ko start the
y installation.

_:\Program Files

Browse...

‘ Destinakion Folder

Space required: 7.1 MB
Space available: 12.1 GB

Concel -

4. The Vertify Agent Configuration should open automatically. Click “yes” when prompted to install the
service.



s Configuration

Friendy Agent Name: | EC24MAZSINFRQ

WVertify L semame: |

Wertify Password: |

Vertly URL: [

[] Enable lagging
Connect

Service Management et

Sttt | Serice Install

The Wertifybgent senvice 15 not installed, would you like ta install it
now? —

5. Once the installation is complete the service will start. Add your Vertify login and URL in this step. You
can name the Agent anything you like. Enable logging should be left unchecked; this will only be
needed for debugging purposes. Once the login details are added, click “Connect”.

a. NOTE: If the service doesn't start, please contact Customer Success or Support.

i Wertify Agent Configuration - [m] s I

ts  Configuration

Friendly Agent Name: |AgentDemu ‘

Wertity Usemame: |mlegratmn ‘

Wertify Password: |m

Wertify URL: Miound.vertif.com/Agent/Lis

[ Enable loaging
Cornect
Service Management B

Start Stop Install Uninstall

Inztal service is done, exit code O
Started service

6. Once you've clicked “Connect”, the following success messages should display. Now click “Register”.
a. NOTE: If there was a failure, please check URL credentials. If it continues to fail, contact
Customer Success or Support.



YWertify Agent Configuratian — O * I

Configuration

Friendly Agent M ame: |AgentDemo |

Wertify Ugername: | integration |

Werlify Password: | |

Wertify URL: | hittps: # Hfirst-test-integrate. playground. vertif_l,l.comx’Agenta"Lis|

[] Enable logging

Connect Register
Service Management B
Start Stop Irztall Unimztall

Install service is done, exit code 0

Started service

Atternpting to contact web services, pleaze wait....

Hostname iz first-test-integrate. playground. vertify. com

SUCCESS got status OK for hitps: //agentws-test-integrate. plapground. vertify. comAtgentu'ebS ervice. azme
SUCCESS got status OK, for hitps /fenginews-test-

integrate. playground. vertity. com/E nging''ebservice. asms

SUCCESS got status OK for https: A fwe-test-inteqrate. plapground. verify. com A ebS ervice. asms

7. Once "Register” is clicked, you should see another success message. When you refresh the Agent
screen within Vertify, you will now see the Agent listed with its status.

iork Wertify Agent Configuration - O X

Configuration

Friendly Agent Mame: |AgentD Emo |

ge

Wertify U zemame: | integration |

Wertify Pazsword:

“Wertify URL: | https:h’first-test-integrate.playground.vertify.comMgenthis|

[] Enable lngging

1l A ;

Service Management

e Start Stop Instal Uninstall

Install service is done, exit code 0

Started service

Attempting to contact web services, pleaze wait....

Hostname is first-test-integrate. plapground. vertify. com

SUCCESS got status OK for hitps: /agenbws-test-intearate. plavaround. vertify. comAdgentw'ebS ervice. azms
SIUCCESS got status OF for hittps://enginews-test-

inteqrate. playaround, vertify. com/E nainet'ebser vice. ssms

SUCCESS got status QK. for hitps:/Aws-test-integrate. playground. vertify. comAx ebS ervice, asms
Login successiul for integration

Registration successful. Restarting the agent service now.

Stopped zervice

Started service

8. When you refresh the Agent screen within Vertify, you will now see the Agent listed with its status.



Active | Archived | Deleted ﬂArchwe ﬂ Delets (]
Local Agent Name Agent Status Last Poll Installed on Computer
AgentDemao Edit Started 671142021 5:44 PM EC2AMAZ-ISINFRO |

(1) Total



Uninstall
If you need to install a new Agent or you will no longer need a previous installation, you may uninstall the
Agent.
1. First open the Vertify Agent Configuration. You can do so by going to “C:\Program Files
(x86)\VertifyAgent” and clicking the VertifyAgentConfig.
2. Stop the Agent by clicking “Stop” in the Service management section.

- O XI

Wertify Agent Configuration —

Configuration

Friendly Agent Manme: |.f-‘~gentD &M |

cal Oy

Yertify Lsername: |integlatian |

Wertify Passward: | |

g

Yertify URL: | hitpe: Afirst-test-integrate. playground. vertify. com/d.gent/Liz

Enable logging
Connect

Service Management

Start Install Uninstall

Service iz inning
Stopped service




3. Once Stopped, click “Uninstal
a.

|Il

NOTE: If it isn't successful, contact Customer Success or Support.

W

ertify Agent Configuration — O
Configuration
Friendly &gent Mame: |f-‘~gentD Emo |
O
Wertify | zername: |integration |
Wertify Pazzsward: | |
q

Wertify LRL: | https:/ Mfirst-testintegrate. playground, vertify. com/A.gent./Lis

Enable logging
Conrect

Service Management

Stkart Stop Install Uninztall

. You should see a message that the uninstall was successful

Service iz running

Stopped service

Service iz nat running

Uninztall service iz done, exit code 0

4. Then, navigate to the list of installed programs on your device.

Add or remove programs
System settings

Crddirmme

5. Search for the Vertify Agent.
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Apps & features
Manage optional features
Manage app execution aliases

Search, sort, and filter by drive. If you would like to uninstall or move an
app. select it from the list.

| Vertify] X

Sort by: Name Filter by: All drives ~v

ﬁ Vertify Agent 547 MB
6,/11/2021

6. Double Click the Vertify Agent and click “Uninstall”.

JIArives s

This app and its related info will be
uninstalled.

Uninstall

7. Click “OK"” when prompted to permanently remove the Vertify Agent.

LAY MB
Wertifpdugent Uninstall x

Permanantly remowve Yertify Agent?

] 4 | Cance|

vio

8. Once Completed, click “Close”. The program files will now no longer exist on the PC.
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e Ei Wertifydgent Uninstall: Completed -
m‘. Complaked
Show details |
a
’ Caniel | Werkify, Inc, 2021 < Back | Close I
1

T = ™ =

9. The Agent will remain in the list within Vertify, but it will show that it has stopped.

— 09 fmg,
i= Workspaces G Emironments L3 Agents

Active | Archived | Deleted @ srhive @oeete O
Local Agent Name Agent Status Last Poll Installed on Computer
AgentDemo Edit Stopped 6/11/2021 5:25 PM EC2AMAZ-ISINFRO O

1) Total



LOGGING

Logging can be enabled and disabled during troubleshooting. Support or Customer Success may request that
you enable logging on your Agent.

1. You can do so by going to C:\Program Files (x86)\VertifyAgent and clicking the VertifyAgentConfig.

| (= = Manage WertifyAgent
Horne Share e Application Tools
< . 4 = = o
~
Date modified Type Size
#F Quick access
I Desktop Engines 61172027 5:43 P File falder
Wertifylogs 6/11/2021 548 Phd - File folder

(& Docurments - BgentSensice 6/11/2021 249PM  Application 247 KB

& Downloads W nigsked 6/11/2021 5:37 PM ppNCateT KB
| Pictures & WertifphgentConfig 6/11/2021 2:48 PA Application 225 KB
[ This FC s bl 611172021 249PM Application extens

[ marcors ~ o au — - L e ACa L

2. Then, click "Enable Logging”.
Wertify fgent Configuration - O x |

Configuration

Friendly Agent Name: |."-‘-.gentDemc- |

Wertify Uzername: |integlati0n |

Yertify Password: | |

Wertify LIRL: | https: /first-test-integrate. playground. vertify, comAdgent/Lis

I Enable logging

Connect

Service Management

Stop Install Uninztall

Service is running

3. Now you will see log files are being populated in the C:\Program Files (x86)\VertifyAgent\VertifyLogs.
Support or Customer Success may ask for these files to be sent to us. Be sure to uncheck the box once

14



troubleshooting is complete; otherwise, these files will continue to be populated.

Home Share i B

ifpdgentivertifyl ogs

Marne Date modified Type Size
#F Quick access

I Deskt D WertifydgentConfig2 0210611 B/11/2021 248 PM Text Document OkE
esktop
Dacurments

; Dowvnloads
[&] Pictures

% N % %

= This PC

[? Metwark
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OpTIONAL USER ACCOUNT SETUP

1. Create a local Windows user account for the Vertify Agent.

i. NOTE: If the Agent needs access to a networked resource, it is recommended that you

create a user on your domain instead of a local Windows user account — contact your
network administrator for assistance.

b. From the Start Menu, search Computer and choose “Computer Management”. The Computer
Management window will appear.

Computer Management
Desktop app

Apps

=1 Control Panel

= Component Services

= This PC
1 Settings

c. Expand “Configuration” (or “System Tools"), then expand Local Users and Groups.
d. Right-click the Users folder and choose “New User”.

Tk Server Manager (IP-0A76D398)
o Roles

& Features
i Diagnostics
= i Configuration
(1) Task Scheduler
G‘ Windows Firewall with Advanced Security
{(f Services
g WMI Control

Refresh
Expork Lisk...

Help

e. Enter a username and password. Uncheck the box “User must change password at next

logon”. It is recommended that you check the box “User cannot change password” and
“Password never expires”.

16



2.

i. NOTE: If you allow the password to expire, your Agent may stop operating unless you
change the password and reconfigure the Agent to use the new password.
=
File  Action  VWiew Help
o= nm 6= BE

a (;DmputerManagement(Lacal Marme Full Marne Description
~ [} System Tools ;

T Mew U ? >
(i—:l Task Scheduler B
{2 EventWiewer e t '
| Shared Folders Usey ez | srityigen ‘ !
v i Lc.u:al Users and Groups Full name: |Vertify.-’-‘-.gent ‘
~ Users
~| Groups Description: | ‘
l'\k"zflfl Performance
:.j.: Dewvice Manager
g ﬂ St':lrage PaSSWU[d: LI L Ll Ll ) ‘ A
o
) Wlnduws Server Backup Confitm password: |“.""““ ‘
o Disk Management
[ Services and Applications IJzer must change password at next logon

zer cannot change password

[P aszword never expires
[] #sceount is disabled

f. Click “Create” to create the new user and then click “Close” to close the dialog box.
g. Close the “Computer Management” window.

Assign full permissions on the “C:\Program Files (x86)\VertifyAgent\Engines' folder to the newly
created user. This allows the Agent to automatically update itself when new versions are released.
a. From the Start Menu, choose “Computer”. Navigate to the “C:\Program Files
(x86)\VertifyAgent” folder. Right click the “Engines” folder and choose “Properties”. A
Properties dialog will appear.
i. NOTE: If this computer is a 32-bit machine, the Program Files folder will not have
“(x86)" appended to it.

17



= | Manage Wertify

I Home Wi e .ﬂ.ppmﬁoa\

I CivPrograrn Files (B e rtifedgent )

N— -

Cuick access

[l Desktop E

VertifyLogs

= Agentservice

| Documents -

b. Click the Security tab, then click “Edit” to change permissions. A Permissions dialog will
appear.

(% _“ E
Object name:  C\Program Files (x86)"The New Office’Muv Agent

(Eroup or User Names:
CREATOR OWNER -
52, SYSTEM (1
L Muv Agent (VCL-Eagles\muvagent)

ﬂ.ll Meiristrators (] Faslas Delesirasteat el
F m

To change pamissions, click Edit.

Pemissions for CREATOR
OWHNER

Full control
Modify
Read & exacute E
List folder contents

Fead

Wit -

For special permissions or advanced settings. M!!‘l":ﬂ
click Advanced.

Leam about access control and pesmissions

]

[ ok || cancel | ooy |

c. Click "Add"” to add a new user.



Object name:  C:\Program Fles xB&)'The New Office’\Muv Agent

(Group OF USEr Names:
B2 SYSTEM

52, Administrators (VCL-Eagles'Administrators)

&5 |Users (VCL-Eagles'zers)

52 Trustedinstaller

List folder contants
Fead

| O] O O3 (3 O

Leam about access control and permissions

[ ok ][ cConesl | oot |

d. Enter the username of the newly created user and click “OK".
i. NOTE: You may have to change your location to find the user — click the “Locations”
button to do so.
Select Users ar Groups >

Select thiz object type:

Uszers, Groups, or Built-in security principals Object Types...

From this location:
|DDE|:'.&'.GENT'SHH2 Locations. .

. ae a
et gent
=

LR -3 T

mes ko select [Examples];

Check Mames




e. The new user will appear in the list on the Permissions dialog. Highlight the user and then
check the “Allow” box for “Full control”. This will automatically check all Permissions under

f.

3. Change the Vertify Agent Windows service to run using the newly created user.
a.

the "Allow” column. Click “OK" to save your changes and close the Permissions dialog box.

Permissions for Engines .
Securby
Object name:  C:\Proagram Files (#3615 ertifpbgenthE ngines
[Group or user names:
SR SYSTEM ~
SR Administrators (JDBC-AGEMT-S5HR 24 dministrators)
SR Usgers [0
o ztedlnstaller
Wertifpbgent [ODBC-AGEMT-SHRZ\ ertifwbgent] W
>
Add. Remove
Permizzions for Vertifndgent @ Deny
Full contral o =
Modify [
Fead & execute |
Lizt folder contents O
Read U W
" Cancel Apply

Click "OK" to close the Properties dialog box.

From the Start Menu, search Computer and choose “Computer Management”. The Computer

Management window will appear.

Computer Management
Desktop app

Apps

E Control Panel

# Component Services
W This PC

1 Settings

20



b. Expand "“Configuration” (or “Services and Applications”), then click “Services”. A list of

services will appear to the right.

5 Services
A
Vertify Agent Marre Description Status Startup Type
) L Telephany Provides Tel... Manual
%;Eaf::hs::;rcv?ce \,S(?;Themes Prouidles Us... Running Automatic.
L Time Broker Coordinates.. Running  Manual (Trig...
‘ZkTouch Keyboard and Hand...  Enables Tou... Running  Manual {Trig...
£k Update Orchestrator Service Manages W.. Running  Automatic {D..
EEUPRP Device Haost Allows UPn.., Disabled
EhUser Access Logging Service  This service .. Running  Automatic {D..
Gk User Data Access_29522 Prowides ap.., tanual
EhUser Data Storage_20522 Handles sta.. Manual
Eh User Experience Yirtualizatio.. Provides su... Disabled
Sk User Manager User Manag... Running  Autornatic (T..
FoTiTE oo This service .. Running  Automatic
Funning  Automatic
P Prowvides m... hdanual
(Chvnlirme Shadmme e Mznanes an kAzninial

c. Locate the "Vertify Agent” service and double-click. The Properties dialog will appear. Click

the “Stop” button to stop the Agent.

Wertify Sgent Properties (Local Computer) x

General LogOn Recovery  Dependencies

Semvice name: W ertifptgen

Dizplay name: Yerhify Agent

Dezcription:

Path to executable:
C:4Proagram Files [x86)\W ertifpdgenthdgentS ervice. exe

Startup type: Automatic b

Semvice statuz: Running

Start o Pausze Rezume

Y'ou can zpecify the gtart parameters that apply when pou gtart the zervice
fram here.

Cancel Aol

Loc
Met
Loc
Loc
Loc
Lac
Loc

Lac

d. Click the "Logon” tab. Select the option “This account” and then click the “Browse” button.

21



Wertify &gent Properties (Local Computer) .

General LoaOn Recovery Dependencies

Log on az

i) Local System account

Allow zervice o interact with deskiop

(@) Thiz accaunt: | | Browse. .

PaSSWD[d: |.ii.ii.i.ii'ii. |

Confirm paSSWDrd: |............... |

Cancel Apply

e. Enter the username of the newly created user and click “OK".
i. NOTE: You may have to change your location to find the user — click the “Locations”
button to do so.

Select User 4

Select this object bppe:

Uzer or Built-in security principal Object Types...

From thiz location:
ODBC-AGEMT-SHRZ Locations...

e b0 zelect [examples];

Check Mames

Vertify.-‘l'«genﬂ

Advanced... * Cancel




f.

g.

clicking Apply so it can run the Agent.

Wertify &gent Properties (Local Computer) et

General LoaOn Recovery Dependencies

Lag an as:

() Local System account
Allow zervice to interact with desktop

(®) Thiz account: |.\\u"ertif_l,\.6«gent | | [
PaSSWD[d: |............... |
Corfirm pagzword: |............... |

Qg Cancel

Wertify fgent Properties (Local Cormputer)
General LogOn  FRecovery Dependencies

Service narme: Wertifydgent

Dizplay name: Wertify Agent

Diescription:

Path to executable:
C:AProgram Files [#36)\Yertifvdgent\AgentS ervice.exe

Startup type: Automatic =

Service statuz:  Stopped

Stop Fauze Resume

You can specify the start parameters that apply when you start the service
fram here.

Start parameters: |

(u] Cancel Apply

Enter the newly created user’s password in the Password and Confirm Password boxes. Click
“Apply” to save your changes.
NOTE: Windows will automatically grant this user the “Log on as a service” right after

Click the “General” tab and then click the “Start” button to restart the Agent. The Agent is
now running using the new credentials.

>
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4. Verify the Agent is connecting to Vertify using the new credentials through the Vertify Ul.

a. Login to Vertify.

b. Click “Workspaces” and then click “Agents” to view the list of Agents.
c. Locate the Agent you just changed and verify the “Agent Status” says “Started”.

i. Note that it may take up to 10 seconds for the status to change to “Started” after
starting the Agent Service. If after a minute it does not change to “Started”, an error

may have occurred. Check the Application Event Log for details.

Agent
Active | Archived | Deleted
Local Agent Name Agent Status Last Poll Installed on Computer
WIN81A-TDO1-A Edit Stopped 5/06/2021 8:51 AM WINB1A
ODBG-AGENT-SHR2a Edit Stopped 5/17/2021 11:32 AM ODBG-AGENT-SHR2
ODBC-AGENT-SHR2b Edit Started 5/21/2021 11:48 AM ODBC-AGENT-SHR2 O
AGENT-TEMP-1 Edit Started 5/21/2021 11:48 AM

AGENT-TEMP-1 O

5. Assign permissions to the newly created user on the system you are integrating.

a. This step requires knowledge of the system you are integrating with and/or your network

security. Contact your network and/or application administrator for assistance.

i. NOTE: If the application does not use Windows user credentials for access, then you

will be prompted for these credentials when you connect to the system using Vertify. In
this case, you just need to make sure that the Windows user has the correct permissions

to access the system you are integrating with, and the Vertify Agent will pass through

the application credentials.
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Example: Granting access to the Vertify Agent to local SQL Server database
Below is an example of granting access to a local Windows user to a SQL Server database. /In this
example, FULL access is granted on the database to the user running the Vertify Agent. Contact your
SQL Server administrator for assistance in providing restricted access to a SQL Server database.

I. Open the SOL Server Management Studio and login to the database server.

ll.  Expand the “Security” folder. Right-click the “Logins” folder and choose “New Login”.
Object Explorer * 0 =
Connect~ ¥ " Y& oM

B g 17212254459 (301 Server 10.50.6000.34 - odhbcl)
Databases
= SeCurty

i ﬁ

Start Powershell

BEEERBREBE
= o O

5 Reports 3
Serve
Repli Refresh
banagerment
& 501 Server Agent

. Click the “Search” button next to Login Name.
B Login - Mew — O *

Selectapage IT Sciipt - e Help
& General

& Server Roles

% oot Mapring Login name: || “ Search. ..
& Securables ) o

J Statys (® Windows authentication

() 50L Server authentication

IV. A new dialog will appear. Enter the username of the newly created user and click “OK".
i. NOTE: You may have to change your location to find the user — click the “Locations”
button to do so.

25



VI.

Select User

Select thiz object type:

|L|ser ar Built-in zecurity principal | Object Types...

Fram this lacation:
|EIDBE-.¢'-.I3ENT-SHF|2 Locations. ..

& ho gelect [eramples]:

I et gent

Check Mames

Advanced... I‘. Cancel

Select the page “User Mapping” on the left. Locate and check the box next to the desired
database and check the box next to the “db_owner” role below. This will grant the Vertify

Agent user FULL access to this database. Contact your SQL Server administrator for assistance

in providing restricted access to a SQL Server database.
U Login- New [EREoN ==

Select
— Ssawt - e

f‘ User Mapping Users mapped ta this logn
& Secursies Map [atabase Llaer Defaul Schema

WCL-EAGLES muvag [aa]

DDE Sampl=MS
ODECEamplaSF =
SAcNS2

tempch

Datsbass mole membershp for: NS LocelDE
C = L

db_acoasaadmin
Servar db_backupoparstor

db_dalaeade
Cornectan d_diatgwnter
AUSTIN'ant ardchng db_ddladmin

Click “OK" to save your changes and close the dialog.
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